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Abstract: 

 

Social media and the internet have become significant sources for news and simultaneously 

effective venues through which to spread disinformation. The internet and social media 

play a key role in how citizens make decisions about voting.  As generative AI increases 

the ability to easily replicate voices, images, and writing styles, it will be increasingly im-

portant to teach students and the public how to discern authentic and credible content from 

deepfakes and disinformation. This paper conceptualized a civic-minded AI literacy within 

the umbrella of media literacy education as a way to empower students to critically evalu-

ate and navigate the increasing volumes of disinformation and fake news they encounter. 

It argues that media literacy standards and policies that incorporate AI literacy will be 

essential for preparing students to participate effectively as digital citizens. Civic-minded 

AI literacy as part of a robust media literacy education program across K-12 and higher 

education will be vital to support a healthy democracy. 
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We are current and former employees at frontier AI companies,  

and we believe in the potential of AI technology to deliver  

unprecedented benefits to humanity. We also understand the  

serious risks posed by these technologies. These risks range  

from the further entrenchment of existing inequalities, to  

manipulation and misinformation, to the loss of control  

of autonomous AI systems potentially resulting in human  

extinction. (Hilton et al., 2024) 

 

 

The emergence of Generative Artificial Intelligence (GenAI) signaled alarm bells across the world 

as excitement about the new technology was tempered with concerns about what it might mean 

for society. Educators across K-12 and higher education grappled with potential issues such as AI 

generated plagiarism and how or whether to integrate the new technology into their teaching 

(Michel-Villarreal et al., 2023). Conversely, there are proponents who argue that GenAI holds 

much promise for personalized learning (Acar, 2024; Toner, 2024). But going beyond its potential 

utility for education, there are additional questions concerning its implications for democracy and 

existing inequities. The quote above from an open letter from AI experts alert us to some of the 
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more extreme dangers; highlighting the fact that confidentiality agreements (required by their em-

ployers) would restrict them from notifying the public about potential risks. It reflects emerging 

evidence that GenAI can be used to quickly spread and amplify disinformation and misinfor-

mation, influence politics, deepen political divides, reinforce social inequality, and undermine de-

mocracy (Bender et al., 2021; Kreps & Kriner, 2023; McQuade, 2024; Wack et al., 2025).  

The pace at which digital technology has permeated society is breathtaking. According to 

the Pew Research Center (PRC) in 2000 approximately half of US adults used the internet com-

pared to 96% who use it today (2024c). Approximately 91% of US adults now own smartphones 

with ownership being especially high 98% for 18-29 year olds (PRC, 2024d). The numbers are 

also striking for teens with approximately 95% having access to a smartphone (a 73% increase 

from 2014-15), 88% having access to a desktop/laptop, and 83% to a gaming console (PRC, 2025). 

These numbers show the extent to which digital technology has become embedded in our culture 

and the fabric of our democracy. 

AIs, human created intelligent machines, have been around as early as the 1950s with the 

emergence of neural networks (Delipetrev et al., 2020; Ng et al., 2021). Contemporary AIs such 

as GenAI come out of deep learning–a type of machine learning that can “simulate the complex 

decision-making power of the human brain” (Holdsworth & Scapicchio, 2024). On a basic level, 

GenAI is a “machine-learning model that is trained to create new data, rather than making a pre-

diction about a specific dataset” (Zewe, 2023). GenAI represents a shift in that it can quickly and 

autonomously generate images, text, video, and audio that appears to be authentic. Its ability to 

easily generate new realistic content is dangerous for democratic participation in that it can be used 

by human actors to sway political elections. For example, in the 2024 Presidential Primary, a deep-

fake of US President Joseph Biden’s voice was used for robocalls discouraging New Hampshire 

residents from voting (FCC, 2024). Because the technology is so new, legislation and regulations 

in the US are not in place to ensure the democratic process is safeguarded. 

Educating the public about GenAI is one way to counter the dangers of GenAI disinfor-

mation. In a democracy, public education has the potential to play a vital role in supporting an 

informed citizenry (Kahne & Bowyer, 2017; Gerstl-Pepin, 2007). Civic education (a non-partisan 

approach to teaching how democracy works and encouraging participation) has been seen as vital 

to a healthy and inclusive democracy in its potential to decrease polarization and increase broad 

participation (Fitzgerald et al., 2021). With the rise of GenAI’s potential to influence political 

elections, media literacy education (a non-partisan understanding of how to assess media infor-

mation credibility and accuracy) will also be vitally important. In particular, a subset of media 

literacy, digital literacy, which the National Association for Media Literacy (NAMLE) defines as 

the “knowledge, skills, and attitudes necessary to understand how digital tools interact with and 

impact society” (2024b, p. 5) has the potential to be helpful in countering the dangers of GenAI 

generated disinformation, propaganda, and misinformation (DiGiacomo et al., 2023; Kahne et al., 

2016; Polizzi, 2020).  

Finland has been at the forefront of teaching media literacy related to emerging technology 

(Salomaa & Palsa, 2019). The European Union has also enacted legislation citing the importance 

of media literacy but implementation across Europe is unclear (Sádaba & Salaverría, 2023). The 

United States and many other countries have not prioritized teaching about the dangers of these 

emerging technologies. Interest has been increasing in the US: Currently at least 21 states (less 

than half) have passed or considered bills related to media literacy education (Media Literacy Now, 

2024b). However, any resulting curricular or pedagogical changes have not yet been fully assessed 

(DiGiacomo et al., 2023; Media Literacy Now, 2024a). Within the states that have enacted policy, 
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it is unclear the extent to which media literacy education is being implemented in schools and if it 

is being taught, how it is being taught, or whether it addresses GenAI. Research by DiGiacomo et 

al. (2023) indicates that media literacy policies across states are varied and inconsistent, often do 

not address equity issues, lack resources, training, and funding, and do not attend to “...the realities 

of what active citizenship looks like in today’s digital age.” (p. 348). Given that many states do 

not have legislation supporting media literacy and we lack substantive implementation information 

on the states that do (DiGiacomo et al., 2023), it is unclear the extent to which students in K-12 

education in the U.S. are being taught media literacy. And, with the relative newness of AI, it is 

also unlikely widespread media literacy skills specific to AI are being taught consistently. 

Considering AI threats to democracy and a lack of a coordinated effort nationally to teach 

media literacy, there is a growing need to educate students about GenAI and its potential role in 

spreading disinformation. Because the technology is so new, legislation and regulations in the US 

are not in place to ensure the democratic process is safeguarded. It is crucial for students and the 

wider public to understand how to critically evaluate information, especially in the digital age 

where sophisticated misleading content is easier to develop and disseminate at a rapid pace. Addi-

tionally, AI has also been shown to be biased and discriminatory across inequities such as race, 

gender, ability, and socioeconomic status (Bender et al., 2021; Curto et al., 2024; Ferrer et al., 

2021; Lutz, 2019; Nadeem et al., 2020; Noble, 2018; Whittaker et al., 2019). AI can reflect societal 

divisions since it is trained on data society produces.  

As GenAI tools like Claude, ChatGPT, Gemini, Llama, and Co-Pilot become more preva-

lent, there is a critical need for policies and guidelines that support a civic-minded AI literacy 

education. As GenAI’s ability to replicate voices, images, and writing styles increases, it will be 

easier to create and spread deepfakes, fake news, and disinformation. For example, in 2025 AI 

generated voice and text messages impersonating US Secretary of State Marco Rubio were sent to 

a US governor and senator as well as at least three foreign ministers via the Signal messaging app 

(Shivaram, 2025). In another case, the BBC conducted a research study and found that news sum-

maries generated by Microsoft’s Co-Pilot, OpenAI’s ChatGPT, Perplexity AI, and Google’s Gem-

ini AI chatbots “contained significant inaccuracies and distorted content from the BBC” (Elliott, 

2025, para 7) raising concerns about AI spreading misinformation. With the rise of more complex 

and effective AI, citizens will need to be able to discern the credibility of digital information 

(Breakstone et al., 2019).  

To address these issues, this article examines the potential for a nonpartisan civic-minded 

AI literacy education to offset the potential negative ramifications of GenAI for democracy. First, 

it conceptualizes how a civic-minded AI literacy can support participatory democracy. Then it 

examines how technological forms of disinformation, misinformation, and deepfakes threaten de-

mocracy. It then explores what a civic-minded AI literacy might encompass. The final section 

examines promising initiatives at both the K-12 and Higher Education levels and includes sugges-

tions for future research and further development of civic-minded AI literacy.  

 

Conceptualizing AI Literacy as Supporting Democracy 

 

An informed citizenry can be seen as critical to a participatory democracy. But how does 

a citizenry become informed about politics and societal issues? Historically Americans were more 

civically engaged in their local communities via political parties, civic associations (e.g. 

clubrooms, committee tables), unions, churches, bowling alleys, card tables, and dinner tables 

(Putnam, 2020). National, international, and local news media outlets have also played a vital role 
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in sharing information on political and social issues. As the internet and digital forms of media 

have become more prominent in society, local news media have struggled to survive financially 

(Toff & Mathews, 2021). In-person forms of political participation have also shifted in favor of 

more digital forms such as social media and more global/national news outlets (Boulianne, 2020). 

The internet and social media now play a key role in how citizens make decisions about voting 

(Zhuravskaya et al., 2020). 

Habermas (1991) conceptualized the public sphere as an ideal mediating space within dem-

ocratic societies where citizens, the state (government), and the economy could come together as 

a public to engage in discourse about societal issues. The news media have long been an important 

source for political information and have the potential to serve a public sphere function (Garnham, 

1994; Gerstl-Pepin, 2007). However, the public sphere is not immune to power inequities in soci-

ety such as racism, poverty, ableism, and heteronormativity, which make it difficult for genuine 

dialogue to occur without inequities (Gerstl-Pepin, 2015). For example, Fraser (1994) offers the 

Civil Rights Movement as an example of how communication can be limited in the public sphere. 

It was not until violence against protesters was shown on television that citizens and politicians 

were persuaded to act (Bodroghkozy, 2012). So, while the news media space is limited, it is an 

important space for citizens to gain information about current issues. 

Where citizens get their news has changed dramatically over the past decade. As of 2024, 

approximately 86% of U.S. adults sometimes or often consume news via a tablet, smartphone, or 

computer rather than traditional paper versions, with 57% saying they do it often (PRC, 2024a). 

In addition to traditional news media consumption happening electronically, an increasing number 

of adults (54%) are getting their news on social media (PRC, 2024b). These new arenas for news 

often lack the professional norms for fact checking and credibility of traditional, non-partisan news 

reporting. As a result, social media is becoming a central space for the spread of AI powered mis-

information, disinformation and propaganda (Surjatmodjo et al., 2024). 

At the same time, beyond their role as news sources, social media platforms lack guardrails 

concerning disinformation, propaganda, and fake news which make it increasingly important for 

digital news media consumers to identify disinformation and understand GenAI. In the US, Section 

230 of the 1996 Communications Decency Act protects social media companies as forums for free 

speech, thus they cannot be held liable for content posted on their platforms (Moss, 2023; U.S. 

Department of Justice, 2020). In contrast, news organizations can be held liable for the propagation 

of misinformation. For example, Dominion Voting Systems was able to sue Fox News for defa-

mation and reached a financial settlement for Fox’s promotion of false conspiracy theories that 

Dominion rigged its voting equipment in the 2020 election in favor of Joe Biden (Bauder et al., 

2023).  

Social media platforms provide opportunity for communication across users via sharing, 

liking, or private messaging, and have the potential to be a democratizing source in society. For 

example, social media provided communication avenues for political movements in the 2011 Arab 

Spring (Frangonikolopoulos & Chapsos, 2012).  However, invisible algorithms shape the content 

a viewer sees. This can limit the opportunity for users to see content that is different from their 

own political beliefs. Social media news feeds can serve as echo chambers in which the user's 

beliefs are reinforced (Cinelli et al., 2021). They can also serve as vehicles for spreading disinfor-

mation and limiting discussions and interactions across party lines (Cinelli et al., 2021).  

Given these limitations, this paper conceptualizes these digital media forms as “thin” pub-

lic spheres where communication and dialogue between citizens is restricted. They limit oppor-

tunity for discussion about issues with individuals across the political spectrum, social inequities 
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and power differentials can limit dialogue (Gerstl-Pepin, 2015). Within this context, a civic-

minded AI literacy would acknowledge the ways in which power inequities may be embedded or 

operate in the digital world. So, while digital media plays an integral role in the US in terms of 

how citizens become informed about political issues, it is also a limited space in which power 

inequities may shape the news users select and receive.  

 

How Disinformation, Deepfakes, & Misinformation Threaten Democracy 

 

Propaganda is defined as “information, especially of a biased or misleading nature, used to 

promote or publicize a particular political cause or point of view” (Oxford English Dictionary, 

2007). Disinformation and misinformation are key components of propaganda. Disinformation is 

when someone knowingly spreads false information while misinformation is when someone un-

knowingly spreads false information (McQuade, 2024). While propaganda has been around at least 

since the Ancient Greeks (Casey, 1944a), modern strategies emerged in World War 1 and World 

War 2. The US had an Office of Propaganda that sought to unify the country in support of war 

efforts using strategies such as the image of Rosie the Riveter to encourage women to work in 

traditionally male fields (National Archives, n.d.). The Nazis utilized the swastika as a symbol of 

racial purity to unify the Third Reich and support its genocide of over 6 million European Jews 

(O'Shaughnessy, 2009). The symbol was included on an array of items including clothing, flags, 

movies, and posters. In another example, the Nazis used the term “warmongers” to refer to the 

British Prime Minister Winston Churchill and US President Theodore Roosevelt even though it 

was Hitler who invaded Poland and set off WW2 (Casey, 1944b).  

With the rise of the digital age, the potential for effective propaganda and citizen surveil-

lance has greatly expanded to include an array of strategies including behavioral data collected on 

citizens through web tracking (data on individual internet searches), location information (e.g. 

where individuals are located when searching the internet), GPS tracking on smartphones or smart-

watches, cross-device tracking (e.g. data across tablets, cell phones, watches), search engine opti-

mization (e.g. digital strategies to increase internet traffic to a specific webpage or website), and 

digital ad buys based on behavioral data (Ghosh & Scott, 2018). In addition to the privacy issues 

it raises, this data collection allows for hyper-specific, targeted information campaigns. Strategies 

can now be coordinated and handled even more effectively and at a lower cost by GenAI.  

The rise of digital news technology also coincided with shifts in the regulation of news 

media. The Fairness Doctrine policy of 1954 arose out of legislative concerns that broadcast net-

works could be used to support a specific political agenda and required that broadcast networks 

cover “contrasting views on issues of public importance” in news stories (National Archives, 

2024). In 1987, the Federal Communications Commission (FCC) repealed the Fairness Doctrine 

over concerns that it limited free speech (Smith, 1999). This opened the door to partisan television 

and radio news coverage and ultimately to partisan news coverage such as the conservative leaning 

Fox News and the liberal-leaning MSNBC. Broadcast media was no longer legally obligated to 

provide “contrasting views” concerning issues of public interest in a democracy, leading to the 

further emergence in recent years of an array of partisan broadcast news outlets (Kawakami et al., 

2020). Citizens have multiple ways to receive news and can select a partisan outlet if they so 

choose.  

At the same time, the rise of the internet and digital media directly cut into the financial 

viability of paper-printed local and regional news sources (Hayes & Lawless, 2021). As digital 

online forms of traditional news media emerged, social media became a new source of news. As 
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noted earlier, about half of all adults reported getting some news from social media and of those, 

the most utilized platforms for news in 2024 were TikTok with 33%, YouTube with 32%, and 

Instagram with 20% (PRC, 2024b). In comparison to traditional news media sources, ‘algorithmic 

personalization’ shapes individual social media news feeds and has been shown to reinforce polit-

ical polarization as it provides partisan content based on the personal data the platform collects 

(Chitra & Musco, 2020; Hobbs, 2020). Within this context news consumption has become both 

more polarized through the turn to partisan consumption by citizens, and less reliable due to the 

increasing popularity of nontraditional media that do not adhere to professional journalistic norms. 

The 2016 US Presidential election signaled a significant shift in how social media and 

digital media could be used by actors external to the U.S. (foreign governments) and internally 

(citizens and organizations) to influence elections by spreading disinformation and increasing po-

litical polarization. For example, Russia’s Internet Research Agency used trolls and bots on X 

(formerly Twitter) and YouTube to amplify polarizing viewpoints in support of Republican can-

didates (Badawy et al., 2018; Badawy et al., 2019; Golovchenko et al., 2020). Trolls are individuals 

who create “malicious accounts for the purpose of manipulation” (Badawy et al., 2018, p. 258) 

and bots (short for software robots) are automated software applications that can create content 

and interact “...with humans on social media, trying to emulate and possibly alter their behavior” 

(Ferrara et al., 2016, p. 96). During the 2016 US elections, social media platforms faced bipartisan 

criticism concerning bias, censorship, and misinformation as it became clear the platform's algo-

rithms could function as “gatekeepers” of the news users would see online, fostering polarization 

(Calice et al., 2023).  

In addition to Russian digital propaganda and disinformation strategies, the 2016 Presiden-

tial campaign signaled a shift towards a political propaganda strategy where facts reported by tra-

ditional news media were claimed to be false. The Trump presidential campaign used the disinfor-

mation strategy of presenting “alternative facts” and labeling unflattering accounts of the campaign 

as “fake news” to undermine and counter factual data presented by traditional news media sources 

(Barrera et al., 2020). “Alternative facts” is a disinformation strategy where false information is 

labeled true and facts are labeled as falsehoods. “Fake news” is a term used by politicians where 

traditional verified news stories are labeled as false as a way to undermine traditional news media 

reporting (Aïmeur, et al., 2023; Allcott & Gentzkow, 2017; Lee & Hosam, 2020). Additionally, 

due to algorithmic news curation which seeks to amplify sensational stories, these two strategies 

can be spread widely across partisan media platforms and social media (Calice et al., 2023). An 

additional challenge relates to confirmation bias, which is the tendency for individuals to believe 

alternative facts or fake news when it fits their own belief system (Ling, 2020). Social media and 

partisan news sources could then be used to spread disinformation and misinformation under the 

guise of free speech. This strategy also spread disinformation that mainstream media as a news 

source could not be trusted (Martens et al., 2018). “Fake news” as a strategy undermines factual 

information across the political spectrum and thus, democracy which relies on the public’s trust in 

credible information and institutions, such as news media, to function.  

 

The Rise of GenAI & Deepfakes 

 

 The introduction of GenAI has helped to supercharge the spread of propaganda and disin-

formation (Guo, 2024; Ryan-Mosley, 2023). GenAI is accessible and can be used to easily create 

more realistic forms of disinformation, such as deepfakes, which refer to counterfeit still images, 

audio recordings, or videos created with the assistance of AI (Ryan-Mosley, 2023; Chesney & 
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Citron, 2019; Painter, 2023). Deepfakes can be spread quickly through social media via resharing 

and algorithm amplification, where individuals can inadvertently spread disinformation that they 

think is true. Deepfakes are particularly concerning for social media. As noted earlier, due to Sec-

tion 230, social media companies such as Facebook and X (formerly Twitter) are currently not 

liable for spreading disinformation and misinformation that may be posted by users or advertisers 

on their platforms (O’Donnell, 2021).   

 Deepfakes on social media could be used to weaken election integrity in the US and glob-

ally in multiple ways including suppressing voter turnout, misrepresenting candidates in multiple 

ways including their platforms, health, behavior, and background (Ranka et al., 2024). In response 

to the deepfake robocalls of Joe Biden in the 2024 New Hampshire primary (Bond, 2024; Swenson 

& Weissert, 2024), the FCC (2024) made fake AI-generated political robocalls illegal. Still, AI-

generated deepfakes quickly spread on social media and can cause damage before they are recog-

nized or halted. In another example, in the 2024 Presidential election, a Russian propaganda deep-

fake video smearing democratic Vice-Presidential candidate Tim Walz, made false claims that he 

was inappropriate with a student, and was viewed 5 million times on X (formerly Twitter) within 

24 hours of its posting (Menn & Nakamura, 2024; Nazzaro, 2024). It is unclear what impact this 

propaganda may have had on the election outcome, but what is becoming clearer is that AI gener-

ated propaganda can be persuasive (Goldstein et al., 2024). 

To call attention to the dangers of GenAI, an anonymous individual using the name 

NeaPaw created CounterCloud, an autonomous, uncensored disinformation system utilizing 

OpenAI’s GenAI (the same technology utilized by ChatGPT) to highlight the potential dangers of 

GenAI (Knight, 2023; Thompson, 2023). NeaPaw claimed the system costs $400 per month to 

operate 24 hours a day, 7 days a week. NeaPaw (2023) posted a YouTube video explaining Coun-

terCloud’s purpose (to counter disinformation) by creating deepfake news articles and comments 

to respond to Russian disinformation about the US and the Biden Administration. CounterCloud’s 

tactics included challenging the inaccurate facts of Russian fabricated disinformation articles, cre-

ating news articles that counter disinformation by fabricating fake historical events, fake journal-

ists with names, bios, and photos, and fake article comments. The video states that all the disinfor-

mation produced was password protected and not released publicly (NeaPaw, 2023). The Coun-

terCloud example has to be examined carefully, given it was produced by an anonymous source. 

Since the autonomous disinformation system is not open for public scrutiny, the story cannot be 

assumed to be factual despite Wired magazine’s (Knight, 2023) and the Business Insider’s 

(Thompson, 2023) coverage. Still, it suggests that knowledgeable AI developers could use open 

source GenAI technology to create effective disinformation systems and deepfakes at scale, po-

tentially reaching a larger number of citizens far more quickly than human generated misinfor-

mation. 

 

AI Tech Companies Response to Deepfake Concerns 

 

Major technology companies have been accused of disregarding safety and disinformation. 

Frances Haugen, a whistleblower who used to work at Facebook, released internal company doc-

uments showing that Facebook prioritized profits over the health and safety of its users (Haugen, 

2021). Although social media and AI are mostly unregulated in the US, companies feeling the 

pressure from congressional investigations (e.g. Disinformation Nation…, 2021; Examining So-

cial Media Companies’..., 2019) and pressure from policymakers have made efforts in the past to 

address the issue of transparency and accountability by moderating content internally utilizing 
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human oversight and technology (Nonnecke & Carlton, 2022). These have not always been effec-

tive particularly with how quickly disinformation can spread online (Gongane et al., 2022). Addi-

tionally, there is concern that moderation of social media could be seen as censorship of free speech 

(Gorwa et al., 2020; West, 2018). Amid rising criticism and concern related to election integrity, 

in February of 2024, 27 tech companies including Meta, Google, OpenAI, TikTok, Anthropic, and 

X, among others signed the AI Elections Accord (2024) to protect the 2024 elections. The signers 

had no legal requirement to comply with what they signed. Instead, they committed to operating 

under 7 principal goals addressing deceptive AI election content related to 1) preventing deceptive 

content generation, 2) creating provenance markers to identify deceptive content, 3) detecting de-

ceptive content, 4) quick “responsive protection” when deception is uncovered, 5) evaluation of 

deceptive incidents for further prevention, 6) collaborating to increase public awareness of decep-

tion via media literacy, and 7) building resilience among citizens against “Deceptive AI election 

Content” (AI Elections Accord, 2024, para 13).  

In September of 2024 14 of the 27 companies provided updates as to steps they took to 

protect the 2024 elections. For example, Microsoft (2024) reported that they created a public 

awareness campaign reaching 350 million people globally and about 30,000 people in the US. 

Their ‘Check. Recheck. Vote.’ campaign is accessible online and is very basic. It defines the term 

deepfake, how it might be used, and offers an online quiz. The campaign has 5 strategies for citi-

zens to use to combat deepfakes in elections: 1) critically consume information by checking and 

rechecking sources and ensure it comes from a trusted news source, 2) before sharing or comment-

ing on sensational news check its accuracy, 3) if you suspect disinformation or deepfakes report it 

via reporting channels, 4) register to vote and double check what you need in order to vote in your 

state, 5) keep up on new technologies used in the spread of deepfakes and disinformation (Mi-

crosoft, 2024). The campaign also suggests that readers engage with the News Literacy Project 

(2024) to become more educated to stay abreast of changes and for further information on political 

disinformation. Overall, the program addresses key considerations related to a civic-minded AI 

literacy including utilizing critical thinking skills, focusing on differentiating credible information 

from disinformation, not taking sensational news stories at face value, actively participating in 

voting, and staying up on how AI evolves. Unfortunately, the reported reach of Microsoft’s cam-

paign in the U.S. suggests very little impact.  

Eight of the companies that provided updates on their work (Adobe, ElevenLabs, LinkedIn, 

Meta, Nota, OpenAI, TikTok, and Truepic) cited their involvement in the work of the Coalition 

for Content Provenance and Authenticity (C2PA). C2PA is a collaborative with the goal of creating 

provenance markers in digital media to assist with the identification of GenAI created media and 

may help in the future identification of deepfakes. Google also reported working on its own prov-

enance system and McAfee shared that it created its own deepfake detection system. Thirteen of 

the companies had not reported any actions they may have engaged in. While it is a good sign that 

27 social media platforms made this commitment, the accord only covered the 2024 election and 

only 14 companies provided updates on steps they took. In 2025, the website was deleted, and the 

materials are no longer available. It is unclear whether the companies will agree to protect future 

elections, and it is also unclear if the commitment to securing the elections made a difference. 

Since these companies are opaque in terms of their internal workings it is unclear the extent to 

which they have publicized these tools or if they have been utilized. Tools such as C2PA and 

deepfake detectors do hold promise for helping identify deepfakes if they are effective and widely 

used. 
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 The AI Tech Accord highlights awareness on the part of Tech companies that their plat-

forms can support the spread of AI generated misinformation. However, the relative lack of pro-

motion of Microsoft’s ‘Check, Recheck, Vote’ program and the lack of public awareness or use of 

provenance markers, suggests these actions are not enough. And after the election, social media 

companies seemed to move even further away from the principles of the AI Tech Accord. In Jan-

uary 2025, Meta announced that to support free speech, it was ending third-party fact checking 

and instead instituting a community notes approach (similar to how X operates) where users are 

responsible for reporting concerns (Kaplan, 2025). This only underscores the critical importance 

of developing the ability of users to be able to distinguish fact from fiction.  

This shift, along with other warning signs such as the AI Right to Warn letter (Hilton et al., 

2024), and Facebook documents released by whistleblower Frances Haugen (2021) indicate that 

we cannot rely on profit-driven Tech companies to self-regulate. Guardrails in terms of legislation 

and/or regulation can keep companies in check, and media literacy education for citizens, our K-

12 schools and higher education provide a way for citizens to build resilience against propaganda. 

The federal level has resisted regulating AI deepfakes, apart from the Take it Down Act (2025) 

which criminalizes the digital publication of nonconsensual intimate images including deepfakes.  

In this vacuum state legislatures have been active particularly in 2024 and 2025. As of July 2025, 

26 states legally restrict the use of AI deepfakes in political campaigns, 24 of those restrict AI 

generated political advertising without a disclosure of AI use, while the other two states, Texas 

and Minnesota, ban the use of deepfake ads (National Conference of State Legislatures, 2025). In 

the absence of federal guidance, a hodgepodge of legislation is emerging across states. This leaves 

citizens in 24 states with no protection concerning the use of AI deepfakes in political campaigns 

and these laws have yet to be tested. 

Despite efforts in some states, legislation has not caught up to technological innovations, 

and media literacy education is also uneven and uncertain. This makes the need for a civic-minded 

AI literacy especially crucial for supporting democracy.  

 

Towards a Civic-Minded AI Literacy 

 

               Media literacy should not be limited to learning about tools and  

technologies, but should aim to equip citizens with the critical  

thinking skills required to exercise judgment, analyse [sic]  

complex realities and recognise[sic] the difference between  

opinion and fact. (Directive (EU) 2018/1808, 2018, § 59) 

 

Often missing from conversations about new emerging technology in the US is the critical 

role of media literacy education can play in supporting civic participation in our digital democracy. 

As the quote above shows, this has been a concern in the European Union (EU). With the rise of 

the digital age and the spread of disinformation and propaganda, media literacy is gaining the 

attention of policymakers and citizens in the US, but definitions of media literacy and its subset 

digital literacy are not uniform.  

This paper utilizes the National Association for Media Literacy Education (NAMLE)—a 

national leader in media literacy education—definition of media literacy as a guide for AI literacy 

specifically. NAMLE (2024a) defined media as “...all electronic or digital means and print or ar-

tistic visuals used to transmit messages” and literacy as “…the ability to encode and decode sym-

bols and to synthesize and analyze messages” (para. 3). Media literacy then is “the ability to access, 
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analyze, evaluate, create, and act using all forms of communication” (NAMLE, 2024a, para. 3). 

NAMLE’s (2024b) conception of media literacy education includes four central components: 1) 

critical media literacy (an inquiry-based, critical thinking approach to acknowledging how power, 

systems, structures, representations, and ideologies may be embedded in media), 2) information 

literacy (finding, using, evaluating, analyzing, and reflecting on information), 3) digital literacy 

(understanding the interaction and impact of digital tools in society), and 4) news literacy (ascer-

taining the credibility of news sources including journalistic ethics and standards).  

Media literacy education seeks to foster habits of inquiry and critical thinking skills that 

are vital to civic life. To support the democratic process media literacy must be nonpartisan. The 

goal is to promote critical thinking skills, not to tell students what to think. 

 

Where Does AI Literacy Fit? 

 

AI literacy emerged from the discipline of computer science, but it is often defined sepa-

rately from media literacy education (see for example, Long & Magerko, 2020; Ng et al., 2021). 

AI literacy in this vein is more focused on defining AI, how it operates and how to identify it, 

create it, and utilize it (Laupichler et al., 2022). For example, the National Artificial Intelligence 

Advisory Committee’s (2023) Recommendations for Enhancing AI Literacy for the United States 

of America do not mention media literacy education or connect it to civic responsibility although 

they do mention AI’s role in disinformation and misinformation. Understanding how AI basically 

functions is especially important since the creators of AI do not always understand fully how it 

operates. However, adding the dimension of media literacy education expands AI literacy to sup-

port digital citizenship. This reconceptualizes AI literacy as an extension of digital literacy, a sub-

set of media literacy education. A civic-minded AI literacy would then operate within the media 

literacy education umbrella (Kahne et al., 2016; Martens & Hobbs, 2015; Middaugh et al., 2022; 

NAMLE, 2023) and attend to the unique ways in which AI can be used to create and spread disin-

formation and misinformation.  

This would extend the legacy of early propaganda education which arose out of an aware-

ness of how the media can be manipulated to persuade its audience in one political direction or 

another (Hobbs & McGee, 2014). The rise of digital technology and the creation of social media 

and other digital forms of communication have opened new forms of communication and infor-

mation sharing. These often segregate individuals, algorithmically pushing them into dialogue with 

mainly like-minded individuals. Algorithms may amplify false, sensational information because it 

attracts more attention, without journalistic standards for fact-checking. With such a large techno-

logical shift in how news is disseminated and how citizens make decisions in elections, a civic-

minded AI literacy has the potential to offer a way to counter AI-generated disinformation, deep-

fakes, and fake news. Central to this approach would be critical thinking skills that allow individ-

uals to discern facts and trustworthy information, and to be able to judge what is a fact versus an 

opinion. It should also focus on contributing to the public good.  

Detecting deepfakes offers an example of a potential component of civic-minded AI liter-

acy based on critical thinking. Deepfake detection can be challenging given how authentic they 

can seem, all the more as technology advances. There are at least three strategies for detecting AI 

generated deepfakes: 1) using AI detection technology, 2) adding provenance markers to digital 

content, and 3) using critical thinking strategies to assess content. All of these require human over-

sight to implement. As noted earlier some tech companies are developing AI detection technology 
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and working collaboratively to develop provenance markers such as C2PA (2024). Another strat-

egy would educate people on how to detect politically motivated deepfake video, transcripts, and 

audio (Groh et al., 2024).  

Appel & Prietzel (2022) proposed a theory of human-centered deepfake detection utilizing 

a reasoning model that posits that developing analytical skills (e.g. critical thinking) and an interest 

in politics can aid in identifying deepfakes. They suggest that the same cognitive processes indi-

viduals use to spot fake news stories could be used to spot deepfakes. Their theory's components 

include: 1) looking for audiovisual imperfections (technical flaws), 2) examining the context (e.g. 

is the source credible and verified by more than one reliable source), and 3) evaluating the content 

(e.g. does the message seem plausible) of the potential deepfake. For example, a video of a political 

candidate endorsing their opponent when both are close in the polls should cause uncertainty as to 

the authenticity of the video. Before sharing or believing the video, a viewer might search the 

internet for verification of the video by reputable news outlets. In another example, Kamali et al. 

(2024) offer five ways to visually detect deepfakes that would include looking carefully for: 1) 

anatomical implausibilities (e.g. missing fingers), 2) stylistic artifacts (e.g. inconsistencies in res-

olution & color), 3) functional implausibilities (e.g. detail rendering such as clothing looking dis-

torted), 4) violations of physics (e.g. a shadow not reflecting the direction of the sun), and 5) soci-

ocultural implausibilities (e.g. a politician in a situation saying something that is not in keeping 

with their political agenda). This is a very limited overview of the strategies identified by Kamali 

et al. (2024) but highlights potential critical visual analysis skills that could be developed in deep-

fake education.  

Because it will be increasingly difficult to spot deepfakes as the technology improves, AI 

literacy that supports democracy cannot be static. While early deepfakes could be easily identified 

by a discerning eye, such as detecting missing fingers, the technology will make detection increas-

ingly difficult. It is also unclear whether Tech companies can create or are willing to implement 

effective AI detectors that can move quickly enough to address concerning content before it 

spreads, particularly if moderation (fact-checking) is left up to users on the platforms. The passage 

of legislation concerning election deepfakes across 26 states suggests that more legislation from 

other states or the federal government may be forthcoming, but it is unclear whether the legislation 

would stop the quick spread and proliferation of deepfakes. Strategies for critically assessing deep-

fakes will be an important component of AI literacy.  

 

Promising Initiatives in Support of AI Literacy 

 

While the federal level has traditionally provided funding, guidelines, and regulations for 

K-12 and public higher education, the states provide most funding and policies and oversee the 

curriculum, so implementation of media literacy education is dependent primarily upon state leg-

islatures and State Education Agencies (SEA). Private K-12 schools determine their own curricu-

lum. While K-12 education is decentralized, higher education is even more decentralized. The 

most comprehensive way to support K-12 curriculum changes related to a civic-minded AI literacy 

would be for state policymakers and SEAs to create policies, funding, and professional develop-

ment aimed at supporting their implementation. Because of the longstanding tradition of academic 

freedom for both public and private higher education institutions, curriculum is primarily the pur-

view of the faculty, with the exception of state or regional accreditors, or professional accreditation 

requirements for certain fields. Therefore, curricular changes in higher education would have to 

come from faculty and/or administrative leadership.  
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Promising K-12 Initiatives 

 

As mentioned earlier, as of 2024, 21 states have or are working on formal legislation related 

to media literacy (Media Literacy Now, 2024b). Two of the states – Delaware and New Jersey 

have passed legislation addressing media literacy state-wide and across all grade levels (Media 

Literacy Now, 2024b). California (AB 2876, 2024) was the first state to pass legislation aimed 

specifically at AI literacy across K-12. Scant research exists on how states are implementing these 

policies (DiGiacomo, 2023; Media Literacy Now, 2024a; NAMLE, 2024b). While media literacy 

is starting to gain political traction in some states, except for recent AI literacy education legisla-

tion in California (AB 2876, 2024), the legislation has not kept pace with how fast GenAI has 

developed. 

New Jersey’s S. 588 legislation was passed in 2023 and requires that information literacy 

be taught across K-12 schools. S. 588 defines information literacy as “...a set of skills that enables 

an individual to recognize when information is needed and to locate, evaluate, and use effectively 

the needed information” (2023, para. 1). As noted earlier, in the NAMLE definition, information 

literacy is one of the four components of media literacy (NAMLE, 2024b). S. 588 frames infor-

mation literacy as encompassing “digital, visual, media, textual, and technological literacy” (para. 

6). S. 588 requires that the Commissioner of Education work with the New Jersey Librarian to 

create an evaluation system to determine the effectiveness of district instructional programs in 

information literacy. It also mandates that teacher preparation programs and programs for alternate 

routes to teaching are required to include information literacy in their training programs. While 

New Jersey’s legislation uses the term information literacy, the specific language of the bill in-

cludes key concepts of media literacy.  

Delaware passed one of the most well-conceived bills, S.B. 195, The Digital Citizenship 

Act, which asserts that media literacy education in K-12 public education is vital to supporting 

democracy and citizenship (Delaware Department of Education, 2024; S.B. 195, 2022). S.B. 195 

defines digital citizenship as “...a diverse set of skills related to current technology and social me-

dia including the norms of appropriate, responsible, and healthy behavior” (§ 4143)  The Bill also 

defined media literacy as, “the ability to access, analyze, evaluate, create, and take action with all 

forms of communication, and encompasses the foundational skills of digital citizenship…” (§ 

4143). S.B. 195 explicitly identifies curricular areas such as identifying credible sources and using 

multiple sources of information; acceptable use and purpose of social media platforms; the dangers 

of technology such as privacy issues, hacking, and online bullying; how to analyze, evaluate, ac-

cess, and participate in digital forms of communication; persuasion techniques; identifying misin-

formation and bias, points of view that are excluded and included; and how media messages can 

shape society and culture. Delaware appears to have one of the more comprehensive and transpar-

ent media literacy requirements with explicit standards laid out across all grade levels and linked 

to the International Society for Technology in Education (ISTE) standards and the American As-

sociation of School Librarian (AASL) standards.  

California passed S.B. 830 in 2018 requiring the California Department of Education 

(CDE) to provide web resources for state school districts on media literacy including related pro-

fessional development for teachers. The bill defined media literacy as “...the ability to access, an-

alyze, evaluate, and use media and encompasses the foundational skills that lead to digital citizen-

ship” and digital citizenship as “...a diverse set of skills related to current technology and social 

media, including the norms of appropriate, responsible, and healthy behavior (§ 51206.4.a). In 

2010, the CDE had adopted the Model School Library Standards for K-12 curricula which included 
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a focus on information literacy in terms of students accessing, evaluating, using, and integrating it 

into lifelong learning within school libraries (CDE, 2010). Then in 2023, California A.B. 873 rec-

ommended that the CDE expand media literacy curriculum into Science, Mathematics, History-

Social Science, and English language arts/English language development across the K-12 educa-

tion frameworks (Berman, 2023). In 2024, California then became the first state to pass legislation 

that expanded media literacy to include AI literacy with A.B. Bill 2876 (2024). AB 2876 (2024) 

utilizes earlier definitions for digital citizenship and media literacy from S.B. 830 and adds a def-

inition of AI Literacy as “...the knowledge, skills, and attitudes associated with how artificial in-

telligence works, including its principles, concepts, and applications, as well as how to use artifi-

cial intelligence, including its limitations, implications, and ethical considerations” (§ 1a). The bill 

adds AI literacy education across the A.B. 873 media literacy curriculum frameworks (Berman, 

2024). While the California legislation looks promising, the recommendations take effect the next 

time the curriculum is reviewed officially and as of now, the curriculum frameworks have not been 

updated (CDE, 2025)  

While each of these state initiatives make inroads into ensuring all students in their states 

are being taught media literacy even using similar definitions in keeping with NAMLE, it is still 

unclear the extent to which these standards have been implemented in schools and districts across 

states. It is also unclear the extent to which professional development and district leadership has 

been provided to teachers. Research conducted by Baker et al. (2021) found that media literacy 

education was less likely to be supported centrally by school, district, or state leadership. They 

also found that teachers perceived more obstacles to teaching media literacy in schools with higher 

levels of students living in poverty or that were majority Black or Hispanic. Still, it is very prom-

ising that three states made such strong commitments to digital citizenship.  

 

Promising Higher Education Initiatives 

 

Higher education curricula are even more decentralized than K-12 education. If higher ed-

ucation institutions address AI literacy, it will be most likely at the initiative of higher education 

leaders, staff, and faculty in individual institutions or systems. Given the variety in higher educa-

tion focus and organization, it is less clear what disciplines would be the home to media literacy 

training on GenAI. Digital Humanities, Journalism/Communications, Library Sciences, and Edu-

cation are disciplines that may offer media literacy training as part of the curriculum. Library Sci-

ences have standards related to higher education information literacy that cross all states (ACRL, 

2016). Since digital media literacy education is inconsistent across K-12 public education nation-

ally, higher education cannot assume that students have had media literacy education or AI liter-

acy.  

Higher education teaching and learning centers that support teaching innovation are also 

playing a role in supporting faculty as they think through how to integrate or how to handle GenAI 

in the classroom. For example, Barnard’s Center for Engaged Pedagogy (CEP) and members of 

its Instructional Media and Academic Technology Services (IMATS) created a framework for AI 

Literacy to support faculty and students (Hibbert et al., 2024). The framework is composed of 4 

components that each build on each other. First comes the goal to ensure students and faculty 

understand AI. Then they move to learning to use and apply AI. At the next level the goal is to 

learn to analyze and evaluate AI. At the final level with the appropriate training the goal is to create 

AI (Hibbert et al., 2024). As with definitions derived from computer science, this example does 

not connect to media literacy components such as information literacy or digital citizenship. Media 
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literacy can also be embedded in general education curricula. Students at Champlain College take 

“Navigating your Information Landscape”, a required first year course centered on information 

and media literacy (Champlain College, 2025). Scant research exists on how higher education may 

seek to incorporate AI literacy as an outgrowth of the media literacy education umbrella into the 

curriculum broadly. 

An emerging field in higher education, Public Interest Technology (PIT), is an interdisci-

plinary field that can serve as a vector for teaching AI literacy. The Public Interest Technology 

University Network (PIT-UN) connects over 60 higher education institutions across the US and 

globally (2025). It supports interdisciplinary learning, research, and curriculum that seeks to “ad-

vance the public interest and promote the public good in a digital age” (McGuinness & Schank, 

2021, p. ix). This initiative is particularly promising because it is interdisciplinary and connects 

institutions across states, so it brings together scholars and teachers with the technological under-

standing of AI together with disciplines with expertise in media literacy education attentive to 

social equity and a civic-minded public good. The main challenge to AI literacy at both the K-12 

and higher education institutions is for implementation across states, schools, programs, and class-

rooms so that it reaches students across economic, geographic and racial and ethnic boundaries. 

 

Conclusion 

 

Digital media play a key role in how citizens make decisions about voting and political 

participation. GenAI threatens democracy by making it easy to create and amplify disinformation 

and misinformation, making it much harder to make informed decisions about policies and voting. 

Political strategies designed to spread disinformation for political goals either coming from within 

the US or externally have eroded trust in media, institutions, facts, and ultimately democracy. 

Helping citizens and future citizens understand how to differentiate between fact and opinion and 

between credible and unsubstantiated claims is an important component of a civic-minded AI lit-

eracy.  

AI literacy approaches are still under development across K-12 and higher education and 

vary by state and institution. A civic-minded AI literacy has the potential to empower students to 

critically evaluate and navigate the increasing volumes of disinformation and deepfakes they en-

counter. Central components for a civic minded AI literacy would operate under the umbrella of 

media literacy education and encourage critical thinking skills that are nonpartisan but 

acknowledge how power and inequity may be embedded in AI.  It would be attentive to the ways 

GenAI can be biased and create, amplify, and spread misinformation, propaganda, disinformation, 

and deepfakes via invisible algorithmic manipulation. The intent here is by no means to assert that 

there is one way to educate students on AI literacy, rather to make a case for its importance and 

the importance of its connection to media literacy education. As an emerging field, more research 

is needed on understanding how AI literacy, media literacy, and digital citizenship is being con-

ceptualized and implemented across K-12 and higher education globally.   

AI literacy conceptualized as part of media literacy education would include learning about 

the potential dangers of GenAI for civic life. Given that technology companies are primarily driven 

by profit rather than supporting democracy and the public interest, US policymakers and educa-

tional leaders both at the federal and state level should encourage media literacy education that 

incorporates AI literacy and digital citizenship.  Policymakers should also take up the issue of 

regulating AI as California has begun to do (with legislation such as S.B. 942) to ensure prove-

nance markers and deepfake detection systems are available to users of digital media. More states 
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should consider mandating media literacy and AI literacy education for K-12 education and pro-

vide resources (e.g. professional development and funding) to support the implementation and 

effectiveness of media literacy and AI literacy efforts. Civic-minded AI literacy as part of a robust 

media literacy education program across K-12 and higher education is vital for a healthy democ-

racy.  
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